NudopmanmoHHasi naMATKA AJ151 00y4aromIuXcs JJIsl pa3MelleHust Ha
o(puuMaJIbLHbIX HHTEPHET-pecypcax

C KaXJpIM TOJJOM MOJIOJIC)KU B MHTEPHETE CTAHOBUTCS OOJIBIIIE, a IIKOJIBHUKHU OIHU M3 CaAMbIX
aKTUBHBIX I0Jb30Bareneil Pynera. Mexay TeM, TIOMUMO OIPOMHOTO KOJIMYECTBA BO3MOKHOCTEH,
MHTEPHET HeceT U MpolseMbl. JTa MaMsATKa J0JDKHA TOMOYb TeOe 0€30MacHO HaXOUTHCS B CETH.

KomnbrorepHbie BUPYChI

KomnbroTepHblii BUPYC - 3TO pa3HOBHIHOCTb KOMIIBIOTEPHBIX IPOTPaMM, OTIIMYUTEIIbHON
0COOEHHOCTBIO KOTOPOH SIBIISIETCS CIOCOOHOCTH K pa3MHOKEHHIO. B ononHeHne K 3Tomy,
BUPYCHI MOT'YT MOBPEUThH WIN MOJIHOCTbIO YHUUTOXXUTh BCE (Dailiibl U JaHHBIE, TOJAKOHTPOJIbHBIE
M0JIH30BATENI0, OT UMEHH KOTOPOTo OblIa 3alyllieHa 3apakeHHast Iporpamma, a TakKe
MOBPEIUTH UJIH JJa’K€ YHUUTOXKUTH ONEPALMOHHYIO CUCTEMY CO BceMH ¢aitnamu B 1iesnom. B
OOJIBIIIMHCTBE CIIy4aeB PaclpoOCTPAHSAIOTCS BUPYChI Yepe3 HHTEPHET.

MGTOI[I:I 3aI0UTBI OT BPCAOHOCHBLIX IMPOrpaMm:

1. I/ICHOHLSYﬁ COBPCMCHHBIC OIICPAITMOHHBIC CUCTEMbI, UMCIOLINC Cepbe3HBII7I YPOBCHB 3allIUTHI
OT BP€AOHOCHBIX IIpOTpaMMm;

2. [TocrosiHHO ycTaHaBnMBai mautu (MU POBBIE 3aIUIATKH, KOTOPHIE aBTOMAaTUYECKH
YCTaHABJIMBAIOTCS C LENbIO JOPaOOTKU MPOTrpaMMBbl) U Ipyrue OOHOBJICHUS CBOSH
OTepaMoHHOM cucTeMbl. CKaunBail HX TOJIBKO C OpHUIHATIBHOTO caiiTa pazpadorunka OC. Eciu
CYIIECTBYET PEKUM aBTOMAaTHYECKOTO OOHOBIICHHS, BKIIIOUH €TO0;

3. Paboraii Ha cBOeM KOMITbIOTEpE MOJ1 IPaBaMH IMOJIb30BaTeNs, @ HE aIMUHICTpATOpa. ITO HE
MO3BOJIUT OOJILIIMHCTBY BPEIOHOCHBIX IPOrpaMM MHCTAJUIMPOBATHCSA HA TBOEM MEPCOHATHHOM
KOMITBIOTEPE;

4. Vicnionb3y#t aHTUBUPYCHBIC TIPOTPAMMHBIC TIPOTYKThI U3BECTHBIX MPOU3BOAUTEIEH, C
aBTOMATHYECKUM OOHOBIIEHHEM 0a3;

5. Orpanuub PpU3NUECKUI TOCTYI K KOMIIBIOTEPY AJIsi IOCTOPOHHUX JIMII;

6. Mcnionp3yii BHEIIHWE HOCUTEIN UH(pOpMAIINH, TaKUe Kak (UIeliKa, TUCK Win dailn u3
MHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOUYHHUKOB,;

7. He oTkpbiBaii KOMIIbIOTEpPHBIE (DalIIbI, TOJYYEHHbIE U3 HEHAIC)KHBIX HCTOYHUKOB. J{axe Te
(aiinel, KOTOpBIE MpHCIal TBOM 3HAKOMBIH. JIydle yTouHH y HETro, OTIIPABIISUI JIH OH TeOe HX.

Cern WI-FI

Wi-Fi - 3T0 He BHJ nepeiauu JaHHBIX, HE TEXHOJIOTHS, a BCETO JIMIIb OpeHa, Mapka. Emie B 1991
rolly HU/IepiaHIcKasi KoMITaHus 3apeructpuponaia o6pena "WECA", uto o6o3Ha4ano
cnoBocouetanue "Wireless Fidelity", koropsiii epeBouTCst Kak "GecrpoBOiHas TOUHOCTS'.



Jlo Halero BpeMeHH JIo1uIa Apyras abOpeBrarypa, KoTopas sSBJISIETCS TaKOH e TeXHOIOTHEH.
Oto abbpeBuatypa "Wi-Fi". Takoe Ha3BaHUE OBLIO 1aHO ¢ HAMEKOM Ha CTaHJAPT BhICIICH
3ByKkoBo# TexHukH Hi-Fi, uTo B mepeBoje o3Ha4yaeT "BbICOKasi TOUHOCTH'.

Ja, 6ecrutaTHbII MHTEPHET-JOCTYII B Kade, OTeNsIX U adpornoprax sABISIETCS OTINYHOM
BO3MOKHOCTBIO BBIXO/Ia B MHTEpHET. HO MHOTHE 3KCepThl CUUTAIOT, 4TO 00menoctymnHbie Wi-Fi
CEeTH He SBJISIOTCS 0€30MacHBIMU.

CoBeTsl 110 6€30MacHOCTH pabOTHI B 00IIEIOCTYNHBIX ceTsax Wi-fi:

1. He mepenaaii cBoro nuuHyto nHpopMaiuto yepes oomenoctynmasie Wi-Fi cern. PaboTas B
HUX, KCJIATCJIbHO HC BBOAUTDH IMAPOJIN JOCTYyIIA, JIOTHUHBI U KAKUC-TO HOMEPA,

2. Wcnionb3yit 1 0OHOBJISIM aHTUBUPYCHBIE IPOTrPaMMBbI U OpaHamayep. TeM caMbIM Thl
obe3omacuilb ce0sl OT 3aKauKy BUpPYCa Ha TBOE YCTPOUCTBO;

3. [Tpu ucnions3oBanuu Wi-Fi otrmroun ¢pyrknuro "OO0muii goctym K (aiinam u mpuaTepam’.
Jannaast QyHKIUS 3aKphITA 10 YMOJIYAHHIO, OTHAKO HEKOTOPHIE MOJIb30BATENIN aKTUBUPYIOT €€
JUTsl yToOCTBa MCTIONB30BaHUS B paboTe Win yueoe;

4. He ucnions3yit myommmunbiit WI-FI s mepegaun TUYHBIX JaHHBIX, HATPUMED IS BBIXO/IA B
COlLIMaJIbHBIE CETH WU B DJIEKTPOHHYIO MOUTY;

5. Ucnone3yii Tonbko 3amumenHoe coeaunenue yepe3 HTTPS, a e HTTP, T.e. npu HaGope BeO-
anpeca BBoau umeHHO "https://";

6. B moOunsHOM Tenedone otkimoun Gyukiuio "llogkmtouenue k Wi-Fi apromatnuecku'. He
JOyCKail aBTOMAaTHYECKOTO MOIKITFOUCHHS yCTPOorCTBa K ceTsiM Wi-Fi 6e3 TBoero cornacusi.

ConnaJibHBIE CETH

ConmanbHbIe CETH aKTUBHO BXOJST B HAaIly )KW3Hb, MHOTHE JIFOAW Pa0OTAIOT U )KUBYT Tam
MOCTOSTHHO, a B Facebook yxke 3apeructpupoBan MIIITHAP]] YETOBEK, YTO SBISICTCS OTHOM
CeIbMOM BceX KUTeNel miaHeThl. MHOTHe MM0JIb30BaTeNld He MOHUMAIOT, YTO HH(pOopMaIus,
pa3MeIeHHAas UMH B COLIMAIBHBIX CETSX, MOXET OBITh Haii/leHa W UCTIONIb30BaHa KEM YTOJIHO, B
TOM YHCJIe HE 00s13aTeNIbHO ¢ OJIarMMU HAMEPEHUSMHU.

OCHOBHBIE COBETHI IO OE30MMAaCHOCTH B COLIMAJIBHBIX CCTAX:

1. Orpanndb CIIUCOK Jpy3eid. Y Teds B APY3bsIX HE JOJDKHO OBITh CITYYallHBIX U HE3HAKOMBIX
JIFOJICH

2. 3amuiiai CBOr YacTHYIO ku3Hb. He yka3biBait maposu, TenedoHsl, aapeca, 1aTy TBOETO
POXICHUA U APYTYIO JINYHYIO0 HH(DOPMALKIO. 3MOYMBIIIIEHHUKH MOTYT UCIIONB30BaTh JIaxke
UH(GOPMAIUIO O TOM, KaK Thl U TBOH POJUTEINH TNIAHUPYETE MPOBECTH KAHUKYIIBI,



3. 3amuiiaii CBOO peryTalHmIo - IEpP’KU €€ B UUCTOTE U 33/1aBail ce0e BOMPOC: XOTeN ObI ThI,
4YTOOBI APYTUE MOJIb30BATENN BUJIENH, UTO ThI 3arpykaeiib? [logymaii, mpexae yemM 4To-To
OITyOJINKOBATh, HAMKUCATh U 3aTPY3UTh;

4. Ecnu Tl TOBOPHUILB C JIIOABMH, KOTOPBIX HE 3HACIIb, HE HCIIOJIb3YH CBOE PEAIBHOE UMl U
JPYTyIo JIUYHYI0 UH(POPMALIUU: UMSI, MECTO )KUTEIbCTBA, MECTO Y4eObl U IIpoUee;

5. N36eraii pa3menienus ¢pororpaduii B MuTepHETE, T€ TH M300pa)KeH Ha MECTHOCTH, I10
KOTOPOH MOKHO ONPEIEIUTh TBOE MECTOMOJIOKEHUE;

6. [Ipu peructpaiuu B COIMAIBLHON CETH HEOOXOIUMO HCTIOIB30BATh CIIOXKHBIE MTAPOJIH,
cocTosiue U3 OyKB U IU(P U C KOTMYECTBOM 3HAKOB HE MEHeEe §;

7. J1ns colMaabHOM CEeTH, MOYTHI M JPYTUX CAHTOB HEOOXOMMO HCIIOJIBb30BaTh PAa3HBIC APOIIH.
Torma eciu TeOs B3710MAFOT, TO 3JIOYMBIIIICHHUKH TOJIYYAaT TOCTYIT TOJBKO K OJTHOMY MECTY, a HEe
BO BCE Cpazy.

9JIeKTp0HHLIe JACHBI'H

9J'IeKTpOHHBIe JCHBI'K - 3TO OYCHb y,[[O6HBII>i CII0co0 nnaTexceﬁ, OOHAKO CYHICCTBYIOT
MOIICHHUKH, KOTOPBIC XOTAT MOJYYHUTH OTU JCHBI'H.

QHGKTpOHHBIe JACHBI'M ITIOABUIINCH COBCEM HCIAaBHO M MMCHHO HM3-3a 3TOI'O BO MHOTUX
rocygapCrtBax a0 CUx Iop HE IMPOIMKUCAHO TPO HUX B 3aKOHAX.

B Poccum xe oHr (DyHKIIMOHUPYIOT M O HUX YK€ MPOMUCAHO B 3aKOHE, TJIe UX Pa3lIeNsIioT Ha
HECKOJIPKO BHJIOB - aHOHMMHBIC U HE aHOHUMHBIC. Pa3HuIia B TOM, 4TO aHOHUMHBIE - 9TO T€, B
KOTOPBIX pa3peliaeTcsi MPOBOAUTH Olepaluu 6e3 uIeHTU(PUKAIUY 0Ib30BaTeNsl, a B
HEaHOHWMHBIX HJICHTU(DUKAIMS TTOJTH30BATENS SIBIISCTCS 00sS3aTEIHHOM.

Taxoke cienyeT pa3nuyarh JIEKTPOHHBIE (DUATHBIE JEHbIH (PaBHBI FTOCYAAPCTBEHHBIM BaJIIOTaM)
U 3JIEKTPOHHBIE He(HaTHbIE IeHbIU (HE PABHBI FOCYAAPCTBEHHBIM BAJIIOTaM).

OcHoOBHBIE COBETHI 110 Oe30macHON paboTe ¢ AMEKTPOHHBIMH JIEHbIAMHU:

1. [IpuBsbxu K cueTy MOOMIIBHBIN TeledOoH. ITO camblil yIOOHBIN U OBICTPBINA CIIOCOO
BOCCTaHOBHTH JOCTYM K cueTy. [[puBs3anHbIil TenedOoH MOMOXKET, eCiH 3a0yIelb CBOM
TUTATS)KHBIN TIAPOJIh WM 3alICIIh Ha CAlT C HE3HAKOMOTO YCTPONCTBA;

2. Vcnonw3yit ogqHOpa3zoBbie napodu. [locie nepexona Ha yCUIICHHYIO aBTOPH3aIMIO Te0e yKe HE
OyIeT yrpoxarth OMacCHOCTh KPaKU WIIH MepexXBaTa IJIATeKHOTO Mapos;

3. BeiGepu croxkHbIN n1aposs. [IpecTynmarkam OyIeT He MPOCTO yraaaTh CIOXKHBIA IMapoJib.
HanesxHble maposu - 3To mapoJiv, KOTOpble CoJepkKaT He MeHee § 3HAKOB U BKIIIOYAIOT B ce0s
CTPOYHBIC U MTPOMUCHBIE OYKBBI, IU(PBI U HECKOIBKO CUMBOJIOB, TaKHe KaK 3HAK J0JUIapa,
¢dyHTa, BOCKJIMIIATSIBHBIN 3HaK U T.I. Hanpumep, $tROng!;;



4. He BBO/IM CBOM JIMUHBIE TAHHBIEC HA CaliTax, KOTOPHIM HE JI0BEPSECIIb.
DJIeKTPOHHASA MOYTA

DneKTpOHHasl oYTa - 3TO TEXHOJIOTHS U MPEA0CTABIIIEMbIE €10 YCIIYTH 110 MEPECBUIKE U
MOJYYEHUIO HJIEKTPOHHBIX COOOLICHNH, KOTOPBIE PACHIPEACIAIOTCS B KOMIIBIOTEPHON CETH.
OOBIYHO ANEKTPOHHBIH MOYTOBBIN SAIUK BBINNIAUT CIEAYIOIIUM 00pa3oM:
UMs_TI0NIb30BaTeNsA(@uMs_oMeHa. Takke KpoMme nepeiaun MpoCcTOro TeKCTa, MMEeTCst
BO3MOXKHOCTb I€peIaBaTh (Gaibl.

OcHOBHBIE COBETHI IO 06€30MacHON paboTe C MIEKTPOHHOM MOYTOM:

1. Hazmo BeIOpaTh MpaBUIIBHBIN ITOYTOBBIN CEpBUC. B MHTEpHETE €CTh OrPOMHBIN BEIOOD
OeCIIaTHBIX MTOYTOBBIX CEPBUCOB, OJHAKO JYyYIlle JJOBEPSATH TEM, KOTO 3HACIIb U KTO TIEPBLIi B
pEUTHHTE;

2. He yka3piBaii B TM4HOM noyurte TMYHY0 HHGopmanuio. Hanpumep, yuie BoIOpaTh
"My3bIKaIbHbIN _(aHat@" nim "pox2013" Bmecto "Temal3";

3. Mcnonb3yii IBYXATAMHYIO aBTOPU3AIHIO. DTO KOT/la TOMUMO Maposisi HY>KHO BBOJIUTH KOJI,
npuchUIaeMbii 1o SMS;

4. Be1Oepu CIIOKHBIN Mapoib. st KaKI0ro MOYTOBOTO SIUKA JOJKEH OBITh CBOW HA/IC)KHBIM,
YCTOWYUBBIN K B3JIOMY I1apOJib;

5. Eciii ecTh BO3MOKHOCTh HAIlMCATh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIOJIb3YH 3Ty
BO3MOHOCTb;

6. Mcnonb3yii HECKOIBKO MOYTOBBIX SIIIUKOB. [1epBBIi Il 4aCTHOM NEPENNCKY € aJipecaTaMH,
KOTOPBIM ThI JOBEPSCIIb. DTO IIEKTPOHHBIH aJpec He HAI0 UCIONB30BaTh MIPU PErUCTPAIUU Ha
dopymax u caiitax;

7. He oTkpsiBaii (haiiiiel U IpyTrHe BIOKEHUS B MUCHMAX, JTAXKe €CITU OHU TPUIILTA OT TBOUX
npysei. Jlydine yTouHu y HUX, OTIIPABIISUTH JIM OHU TeOe 3TH (daiibl;

8. [Tocne okoH4YaHMs pabOTHI HA TTIOYTOBOM CEPBUCE MEPe]] 3aKPHITHEM BKIIAJIKH C CAUTOM HE
3a0ynp HaXkaTh Ha "Berittu".

KuOepOy1iuHr nim BUpPTyajJbHOE H31eBaTeIbCTBO

KuGepOymuHr - npecienoBaHue COOOIMIEHUAMHU, COAEPKAIIUMU OCKOPOJICHHUS, arpPeCcCHIo,
3ayruBaHue; XYJIUTAaHCTBO; COIMAIIBHOE OOMKOTHPOBAHHUE C TIOMOIIIBIO PA3TUYHBIX HHTEPHET-
CEPBHCOB.

OcHOBHBIE COBETHI 10 O0pHOE ¢ KNOEPOYIUTMHIOM:



1. He 6pocaiics B 60ii. Jlydmuii cioco0: mOCOBETOBATHCS Kak ce0sl BECTH U, €CJIA HET TOTO0, K
KOMY MOYKHO OOpaTHThCSI, TO BHAaYaJle YCIIOKOUTHCA. Ecim Thl HauHeh 0TBEYaTh
OCKOpOJICHUSMU Ha OCKOPOJICHHSI, TO TOJILKO €I11e OOJIbIIIe Pa30XiKelb KOH(IUKT;

2. Ynpapisiii cBoel KuOeppenyTamuei;

3. AHOHMMHOCTh B CETH MHHUMas. CYH_ICCTBYIOT CIIOCOOBI BBISICHHUTB, KTO CTOUT 3a aHOHUMMHBIM
AKKayHTOM;

4. He cTouT BeCTH XyJIUTaHCKHUIA 00pa3 BUPTYyaJIbHOM KU3HU. VIHTEpHET PUKCHPYET BCE TBOU
NEHCTBUS U COXpaHSAET UX. YJAIUTh UX Oy/leT KpailHe 3aTpyIHUTENbHO;

5. CoOnroaii CBOIO BUPTYaJIbHYIO YE€CTh CMOJIOAY;

6. Urnopupyii equHUYHBIA HeratuB. OHOPa30BbIe OCKOPOUTENIbHBIE COOOIIEHMSI JTyYllle
urnopupoBarb. OOBIYHO arpeccust NpeKpamaeTcs Ha Ha4aabHON CTaIuM;

7. ban arpeccopa. B nmporpammax oOMeHa MTHOBEHHBIMHU COOOILEHUSIMH, B COLUAJIBHBIX CETIX
€CTh BO3MOXHOCTb OJIOKUPOBKH OTIIPaBKU COOOIIEHUH C ONPENIEIEHHBIX aJPECOB;

8. Eciu ThI cBUzeTeNns KnbepOyiwinHra. TBOM JeCTBUSA: BBICTYIIUTH IPOTHB MPECIIA0BATEN A,
[I0Ka3aTb €MY, 4TO €TI0 JIEUCTBUS OLICHUBAIOTCSA HEraTUBHO, IIOAIEPXKATh )KEPTBY, KOTOPO! HY)KHA
IICUXOJIOTMYECKas IIOMOILb, COOOIIUTH B3POCIBIM O (DaKTe arpecCUBHOTO IOBEAEHUS B CETU.

MoOuabHblii Tes1eoH

CoBpemenHble cMapTHOHBI U IUIAHILETHI COAEPKAT B cebe BIIOJIHE B3pOCIbI (DYHKIIMOHANT, U
Tenepb OHU MOT'YT KOHKYPHPOBATh CO CTAlMOHAPHBIMH KOMITbIoTepamMu. OJHAKO, CPEACTB
3aIIUTHI JUI OJOOHBIX YCTPOHCTB MOKa OUeHb Majo. TecTUpOBaHUE U TIOUCK YA3BUMOCTEH B
HUX IPOMCXOIUT HE TaK MHTEHCUBHO, Kak /s 11K, To e camoe kacaeTcs 1 MOOMIIbHBIX
MIPUJIOKCHU .

COBpeMeHHI)Ie MO6I/IJIBHI>IC 6paysepbl YK€ MPAKTUICCKU JOTHAJIW HACTOJIbHBIC aHAJIOTH, OAHAKO
pacipenre pyHKIIMOHAIA BJIEYET 32 COOO0M OONBIIYIO CJI0KHOCTh U MEHBITYIO 3alIUIIIEHHOCTb.

,HaJ'IeKO HE BCC IMPOU3BOAUTEIIN BBIITYCKAKOT O6HOBJ'I€HI/IH, 3aKPBIBAOIINEC KPUTHYECCKUEC
YA3BUMOCTHU IJIA CBOUX YCTpOﬁCTB.

OcHOBHBIE COBETHI /17151 0€30MacCHOCTH MOOMIBHOTO TeledoHa:

Hudero He aBiseTcs IMO0-HACTOAIICMY OeCIUIaTHBIM. By,[[b OCTOPOXXEH, BEIb KOraa Tebe
npeaiararoT OecruiaTHBIN KOHTCHT, B HCM MOT'YT OBITh CKPBITBEI KaAKHEC-TO IJIATHBIC YCIIYTH;

Hymaii, ipexxie uem otnpaButh SMS, poTo unu Bugeo. Tl TOUHO 3HaeIIb, T OHU OyIyT B
KOHEYHOM HTOre?

Heob6xoaumo 0OHOBIIATH ONIEpaIMOHHYIO CHCTEMY TBOETO cMapTdhOHa;



Vcnonb3yil aHTUBUPYCHBIE IPOTPaMMBI JJIsI MOOMIIBHBIX TeIe(OHOB;

He 3arpykaii npusioxeHust OT HEM3BECTHOTO UCTOUYHUKA, BEIb OHU MOT'YT COAEpKaTh
BPEJIOHOCHOE IPOrpaMMHOE 00ECTIEUEHHE;

ITocne Toro kak Thl BBIHCLIB C caiiTa, IJie BBOIWI JIMYHYIO HH(DOpMAIIHIO, 3211 B HACTPOUKH
Opaysepa u yaanu cookies;

[lepronnuecku npoBepsiii, KAKUE IUIATHBIE YCIYTM aKTHBUPOBAHBI HA TBOEM HOMEPE;

JlaBaii cBOIt HOMEp MOOHMIIBHOTO Tesie)OHA TOIBKO JIOASIM, KOTOPBIX ThI 3HACIIH M KOMY
JIOBEpSIEIIb;

Bluetooth momkeH ObITH BBIKITIOUEH, KOT/Ia Tl KM HE ToJNb3yelbesi. He 3a0biBail nHOTIA
MIPOBEPSITH 3TO.

Online urpsi

CoBpeMeHHbIe OHJIAIH-UTPHI - 3TO KPACOUHBIE, 3aXBaThIBAIOLINE Pa3BICUCHUS, 0OBETUHSIIOIINE
COTHHM THICSY YEJIOBEK 10 BceMy MUpY. UITpoKH HCCeayIOT TaHHbII UM MUp, OOLIAIOTCS JPYT C
JPYTOM, BBIMOJHSIOT 3a/1aHUs1, CPAXKAIOTCSl C MOHCTPAMHU U IOJIYYaroT OIBIT. 3a YI0BOJIbCTBHE
OHU IIATAT: MOKYMAOT JAUCK, OIUIAYUBAIOT A00OHEMEHT WIJIM NPUOOPETAIOT KAaKHE-TO OILIUH.

Bce ati cpeacTBa uayT Ha OIEp)KaHUE U PA3BUTHE UTPHI, & TAKXKE HA caMy 0€30MacHOCTh:
COBEPILICHCTBYIOTCS CUCTEMbI aBTOPU3AIINH, BBIITYCKAIOTCSI HOBBIC MaT4yu (LU POBBIC 3aIIaTKU
JUTSI IPOTPaMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HO,I[O6HBIX HUrpax CTouT OIlaCaTbCsAa HE CTOJIbKO CBOUX COIICPHUKOB, CKOJILKO Kpa’Xu TBOCTO
apoJisd, Ha KOTOPOM OCHOBAHA CUCTEMa aBTOpU3alluA OOJILIIMHCTBA urp.

OCHOBHBIC COBETHI IO OE30IIaCHOCTU TBOCTO HUI'POBOT'O aKKayHTa:

1. Ecnu apyroii urpok BeAeT ceds MI0X0 WK co3/1aeT Tede HEMPUSTHOCTH, 3a0JI0KUPYH €To B
CIIMCKE UTPOKOB;

2. [loxkanylics aAMMHHUCTPATOPaM UIPhl HA IUI0XOE MTOBEAEHUE 3TOT0 UTPOKA, JKEIATEIbHO
IIPWIOKUTH KaKNe-TO J0Ka3aTelbCTBA B BUJIE CKPUHOB;

3. He yka3piBaii muuHyro nHGOpMaIHIO B TIpodaiiie urpsl;
4. YBaxkall Ipyrux y4acTHUKOB I10 UTPE;

5. He ycranaBiuBaii HEOPUITMAIBEHBIC TATYA U MOJIBL;

6. Mcnonb3yil CIOKHBIE U Pa3HbIE MapOJIu;

7. Jaxe BO BpeMsl UI'Pbl HE CTOUT OTKJIIOYaTh aHTUBUPYC. 110ka ThI Urpaelib, TBOM KOMIIBIOTED
MOT'YT 3apa3uTh.



@OUINUHT IR Kpaka JUIHbIX TaHHBIX

OOBIYHOM KpaXkel IeHeT U JOKYMEHTOB CETOIHSI YK€ HUKOTO HE yJIMBHUII, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTHI 3JI0YMBIIIUICHHUKU TTEPEMECTUIIUCH B UHTEPHET, M TIPOIOJDKAIOT
3aHUMATHCS "JIFOOMMBIM" JIEJIOM.

Tak mosiBHIack HOBas yrpo3a: HTEPHET-MOLUIEHHHYECTBA MM (DUILIUHT, TJIaBHAs [IeJTb KOTOPOTO
COCTOUT B MOJTy4YeHHH KOH(UACHIMAIBHBIX TaHHBIX MT0JIb30BaTeNeH - JIOTHHOB U mapoJeii. Ha
aHrmiickoM si3bike phishing untaercs kak ¢pumunr (ot fishing - peiOHas nosis, password -
MapoJb).

OcHoOBHBIE COBETHI 110 00pbOE ¢ PUITUHTOM:

1. CJ'Ie,[[I/I 3a CBOMM aKKayHTOM. Ecnu 18I mog03peBacilb, YTO TBOA AHKCTA ObLI1a B3JIOMaHa, TO
H606X0,I[I/IMO 336J’IOKI/Ip0BaTB cCu COO6H_[I/ITI> AJIMUHUCTPATOPaM peCypca 00 3TOM KaK MOKHO
CKOpEe;

2. Ucnone3yii 6e3onacHbie BeO-CalThI, B TOM YHCIIE, HHTEPHET-Mara3uHOB U MMOMCKOBBIX CUCTEM;

3. Ucnonb3yii cloXHbBIE U pa3Hble mapoiu. TakuM oOpa3oM, eciiu TeOsl B3JIOMAIOT, TO
37IOYMBIIIJIEHHUKY TOTy4YaT JOCTYH TOJBKO K OJJHOMY TBOEMY MPO(UITIO B CETH, a HE KO BCEM;

4. Ecniu Te0st B3IOMau, TO HeOOXOAMMO MPEIyIPEIUTh BCEX CBOUX 3HAKOMBIX, KOTOpPBIE
n00aBNeHb! Y T€0S B IPY3bsiX, O TOM, YTO Te€Os B3JIOMAJIM U, BO3MOXHO, OT TBOETO HMEHU OyneT
pacchlIaThCsl CIaM M CChUTKY Ha (DUIITMHTOBBIE CAMTHI,

5. YcranoBu HaznexHbii naposb (PIN) Ha MoOunbHbIN TenedoH;
6. OTKITII0YM cOXpaHeHue naposs B Opaysepe;

7. He oTkpsiBaii (haiiiiel U IpyrUe BIOKEHUS B MIUCHMAX, JIaXe €CITU OHU TIPUIIUTA OT TBOUX
npysei. Jlydine yrouHu y HUX, OTIIPABIISUIN JIM OHU TeOe 3TH (halIbl.

Mudposas penyranus

[Mudposast permyTanus - 5T0 HETaTUBHAS WU MO3UTHBHASA HHPOPMAIUS B CETH O TeOe.
Komnpomerupyromas nHpopmarius, pasMelieHHasi B MHTEpPHETE, MOXKET Cephe3HBIM 00pa3oM
OTpPa3HUThCS HAa TBOEH peanbHOH ku3HU. "Lludposas pemyranus” - 3T0 TBOW UMUK, KOTOPBII
dbopmupyeTcs n3 nHGopMaLuu 0 Tede B UHTEPHETE.

TBoe MecTo KHNTCIILCTBA, y‘le6bl, TBOC (l)I/IHaHCOBOC IIOJIOKECHHE, 0COOEHHOCTH XapaxkTepa u
pacckas3bl O ONM3KHX - BCE DTO HAKAINIMBAETCS B CETH.

MHorue noApOCTKH JETKOMBICIIEHHO OTHOCATCS K IYOJIHKAIUY JIMYHON HH(pOpMalnuu B
WHuTepHeTe, He MOHMMAsi BO3MOXKHBIX ITOCJIEACTBUM. ThI 1aXke HE CMOJKEIb JOTaAaThCs O TOM,
yto (ororpadus, pasmelieHHas 5 JIeT Ha3aj, cTaja IPUUUHOI 0TKa3a NPUHATH TeOs Ha padoTy.



KommenTtapuu, pasMerienue TBoux ¢ororpaduii u Apyrue 1ecTBUS MOTYT HE UCUE3HYTh Jaxe
II0CJIE TOTO, KaK Thl UX yIaJINIIb. Thl HE 3HACIIb, KTO COXpaHWJI 3TY HHPOPMaIHIO, [T01alla I
OHAa B IMIOMCKOBBIE CHCTEMBI 1 COXPAaHMIIACh JIM OHA, a TJIABHOE: YTO MOIYyMAIOT O Tede
OKpY’Kalollue JII0JI1, KOTOpble HaAWIyT U YBUIAT 3T0. Halitn nHpopMaIio MHOIO JIET CIIYCTS
CMOXKET JII000H - Kak U3 JOOPBIX MOOYXKIEHUH, TaK M ¢ HAMEPEHUEM IPUYUHUTH Bpea. ITO
MOXXET OBITH KTO yTOJIHO.

OCHOBHBIE COBETHI TT0 3aITUTE ITUPPOBOM pEMyTaIUH:

1. ITogymaii, mpexxe YeM 4To-TO MyOIMKOBaTh U TiepeiaBaTh y cedst B 6J0re WK B COLMATbHON
CeTH;

2. B HacTpotikax nmpo¢uisi yCTaHOBH OTPaHMYEHHUS HA POCMOTP TBOETO MPOQWIISI U €T0
COJIEPKUMOTO, Cliejail ero ToibKo "1ist 1py3ein";

3. He pa3menmaii u He yka3biBaii HH()OPMAIHIO, KOTOPask MOXKET KOTo-TH00 OCKOPOIISATh WIIH
00MXKaTh.

ABTOpCKOE IPaBo

CoBpeMeHHbIE IIKOIbHUKY - aKTUBHBIE MOJIb30BaTeNH HU(poBOro npoctpancTsa. OaHaKko
JIaJIeKO He BCE 3HAIOT, YTO MOJIb30BaHUE MHOTUMHU BO3MOXHOCTSAMU ITU(GPOBOTO MHUpa TpedyeT
COOJIOJICHHS TIPaB Ha MHTEJIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepmuH "UHTEIIEKTYyalIbHass COOCTBEHHOCTB" OTHOCUTCS K PAa3JINYHBIM TBOPEHUSIM
YeJI0BEYECKOro yMa, HauMHasi ¢ HOBBIX M300pETEHHI U 3HAKOB, 0003HAYAIOIINUX COOCTBEHHOCTD
Ha MPOAYKTHI M YCIIYTH, U 3aKaH4YMBasi KHUTaMu, oTtorpadusMu, KHHOPUIEMaMH U
MY3BIKaJIbHBIMH [TPOU3BEACHUSIMH.

ABTOpCKHE TIpaBa - 3TO MpaBa Ha HHTEJUIEKTYaIbHYI0 COOCTBEHHOCTh Ha MPOU3BEACHUS HAYKH,
JUTEpaTypbl U UCKYCCTBA. ABTOPCKHE ITpaBa BHICTYIAIOT B KAY€CTBE FapaHTUH TOTO, YTO
WHTEIJIEKTyalbHBIA/TBOPYECKUI TPyl aBTOpa HEe OyAeT HampacHbIM, JacT MY CIIpaBeATUBbIC
BO3MOKHOCTH 3apaboTaTh Ha pe3ysbTaTaX CBOETO TPYAa, HOIYYUTh U3BECTHOCTD U MPU3HAHHE.
HuxTto 6e3 pa3perenus aBropa He MOXKET BOCIIPOM3BOIUTH €TI0 MPOU3BECHNUE, PACIIPOCTPAHSTD,
MyOJIUYHO JEMOHCTPUPOBATh, IPOAABATh, UMIIOPTUPOBATH, ITYCKaTh B MPOKAT, MyOIUYHO
UCTIOJIHATH, TOKa3bIBaTh/UCIIONHATH B A(Hpe Ui pa3merats B lHTepHeTe.

Hcnonp3oBanue "muparckoro’ mporpaMMHOTO 0OECTICYEHHUST MOYKET MMPUBECTH K MHOTUM
pHUCKaM: OT TIOTEPH JAHHBIX K TBOUM aKKayHTaM JI0 OJIOKHPOBKH TBOETO YCTPOWCTBA, IJIe
YCTaHOBJICHA HeJleTanbHas mporpamma. He cTouT Takxke 3a0bIBaTh, 4TO CYIIECTBYIOT JIETAIbHBIC
1 OecIUIaTHBIC MPOTPAMMBI, KOTOPBIE MOYKHO HAHTH B CETH.

O nopraJjie

CereBU4oK.p(h - TBOM TJIABHBIN COBETYHK B CETH. 3/1€Ch ThI MOXKEIIb Y3HATH O O€30MIACHOCTH B
CETHU MOHATHBIM U JIOCTYIHBIM S3BIKOM, & MPYU BOSHUKHOBEHUU KPUTUUECKON CUTYallUH



00paTUTBHCSA 32 COBETOM. A TaKKe MPUHATH y4acTHe B KOHKYpcax M CTaTh CaMbIM IIU(PPOBBIM
rpaxaaHuHOM!
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